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Aglaya (Information Aglaya (Information Security Unit) pSecurity Unit) provides monitoring, rovides monitoring, defensivedefensive

and offensive solutions for cyber security and offensive solutions for cyber security and advanced research.and advanced research.

We do not outsource our research to a third party or resell solutionsWe do not outsource our research to a third party or resell solutions

of any other company. All of any other company. All of our development efforts are done viaof our development efforts are done via

Internal R Internal R D and D and have behave been thoroughly en thoroughly tested tested in simulatedin simulated
operational environments prior to being operational environments prior to being released.released.

Our research and related products fall Our research and related products fall into the following categories:into the following categories:ur research and related products fall ur research and related products fall into the following categories:into the following categories:

   - Wireless - Wireless SecuritySecurity

   - Mobile - Mobile SecuritySecurity

   - Advance - Advance ComputingComputing

   - Network - Network SecuritySecurity

Aglaya offers an amalgation of hardware and Aglaya offers an amalgation of hardware and software productssoftware products
that provide instant intelligence gathering within enemy territorythat provide instant intelligence gathering within enemy territory

and ensure national security via transparent monitoring tools.and ensure national security via transparent monitoring tools.nd ensure national security via transparent monitoring tools.nd ensure national security via transparent monitoring tools.

   Wireless Wireless SecuritySecurity provides remote monitoring of open and provides remote monitoring of open and

restricted networks.restricted networks.

   Mobile Mobile SecuritySecurity provides monitoring on mobile/embedded provides monitoring on mobile/embedded

devices.devices.

   Advance Advance ComputingComputing  division offers remote and onsite superdivision offers remote and onsite super

computer facilities.computer facilities.

Network researchNetwork research   Network Network researchresearchunit has established virtual worldwide GSMunit has established virtual worldwide GSM

CDMA switches to enable covert calls in Intel and CDMA switches to enable covert calls in Intel and undercoverundercover

operations.operations.

Our products enable governments to manage risk, protect nationalOur products enable governments to manage risk, protect national

infrastructure against cyber attacks, gain traction in counter-terroristinfrastructure against cyber attacks, gain traction in counter-terrorist

operations and intelligence gathering.operations and intelligence gathering.
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WSD (Wireless Security Division) studies existing protocols and howWSD (Wireless Security Division) studies existing protocols and how

their behavior changes when subjected to stress and packettheir behavior changes when subjected to stress and packet

insertion. Our wireless team analyzes weaknesses in globalinsertion. Our wireless team analyzes weaknesses in global

protocols and how they can assist in protocols and how they can assist in ensuring a safer network.ensuring a safer network.

WSD works to ensure that all products yield real time results viaWSD works to ensure that all products yield real time results via
covert or custom implementation. Using Active and passivecovert or custom implementation. Using Active and passive

techniques, data is gathered within seconds for instant responses.techniques, data is gathered within seconds for instant responses.echniques, data is gathered within seconds for instant responses.echniques, data is gathered within seconds for instant responses.

Local Network Wifi solution:Local Network Wifi solution: Our Wifi expertise spans theOur Wifi expertise spans the

ability to monitor wireless network located within a 5 - 10 Kmsability to monitor wireless network located within a 5 - 10 Kms

radius. We can not only detect and connect but also radius. We can not only detect and connect but also manipulatemanipulate

and manage distant wifi networks and manage distant wifi networks irrespective of their encryptionirrespective of their encryption

type.type.

The performance of our solutions for Wifi networks is instant andThe performance of our solutions for Wifi networks is instant and

does not take time to collect or intercept data for analysis. does not take time to collect or intercept data for analysis. OurOuroes not take time to collect or intercept data for analysis. oes not take time to collect or intercept data for analysis. OurOur

solutions aid instant monitoring efforts by agencies and assist insolutions aid instant monitoring efforts by agencies and assist in

time-sensitive data collection. Instant time-sensitive data collection. Instant Secure-Handshake retrievalsSecure-Handshake retrievals

for Wifi Networks and copies of data stream ensure that evidence isfor Wifi Networks and copies of data stream ensure that evidence is

never lost. Local Network data analysis is powered by supernever lost. Local Network data analysis is powered by super

computer resources that yield instant decryption.computer resources that yield instant decryption.

Portable Signal Intelligence Devices:Portable Signal Intelligence Devices: Evidence collection is Evidence collection is

enabled for all frequencies in enemy territory enabled for all frequencies in enemy territory without accessingwithout accessingnabled for all frequencies in nabled for all frequencies in enemy territory without accessingenemy territory without accessing
large hardware or radio stations. Monitoring is enabled on a devicelarge hardware or radio stations. Monitoring is enabled on a device

which is portable with battery backup with the ability of instantwhich is portable with battery backup with the ability of instant

uploads to the Monitoring post.uploads to the Monitoring post.

Frequencies can be selected or changed from the device that alsoFrequencies can be selected or changed from the device that also

has the ability to act as has the ability to act as a normal mobile phone when the needa normal mobile phone when the need

arises. SIGINT application is hidden on arises. SIGINT application is hidden on device with internaldevice with internal

modification on a Tamper modification on a Tamper detection device.detection device.odification on a Tamper odification on a Tamper detection device.detection device.
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The world has shifted to mobile for sharing, speaking andThe world has shifted to mobile for sharing, speaking and

communicating. Our mobile security products master techniquescommunicating. Our mobile security products master techniques

that insure monitoring of mobile device without alerting the user.that insure monitoring of mobile device without alerting the user.

Our research yields products that are persistant (even after deviceOur research yields products that are persistant (even after device

reset or format) and can work from the regular user space withoutreset or format) and can work from the regular user space without

detection by protection firewall or software. Mobile security detection by protection firewall or software. Mobile security divisiondivision

works on methods that enhance remote monitoring and work toworks on methods that enhance remote monitoring and work toorks on methods that enhance remote monitoring and work toorks on methods that enhance remote monitoring and work to

remove legacy systems which can save lives remove legacy systems which can save lives during under coverduring under cover

and counter terrorist operations.and counter terrorist operations.

The following are real world implementations of such The following are real world implementations of such products:products:

Live operations:Live operations: Installation of persistent and  Installation of persistent and undetectableundetectable

monitoring tools yield Room Audio, SMS communication, Location,monitoring tools yield Room Audio, SMS communication, Location,
Internet, Social media activity and web browsing. Internet, Social media activity and web browsing. They assist inThey assist in

tracking locations of live targets and communications on theirtracking locations of live targets and communications on theirracking locations of live targets and communications on theirracking locations of live targets and communications on their

devices. In the event of an operation devices. In the event of an operation where the target’s visibility haswhere the target’s visibility has

diminished, our products enable instant deactivation of the devicediminished, our products enable instant deactivation of the device

to limit the strike capability of a target.to limit the strike capability of a target.

Undercover operations:Undercover operations: Monitoring solutions can be used instead Monitoring solutions can be used instead

of live wires in uncover operatives so as to avoid detection duringof live wires in uncover operatives so as to avoid detection during

counter-terrorism and Intel operations. This also ensures that onecounter-terrorism and Intel operations. This also ensures that one

or several stakeholders can be monitoring a “hot-situation” fromor several stakeholders can be monitoring a “hot-situation” fromr several stakeholders can be monitoring a “hot-situation” fromr several stakeholders can be monitoring a “hot-situation” from

anywhere in the world for instant anywhere in the world for instant response.response.

Encryption services:Encryption services: Our software solutions implement the highest Our software solutions implement the highest

level of encryption for cross communication on messaging overlevel of encryption for cross communication on messaging over

global networks. All encryption services have plugin global networks. All encryption services have plugin space forspace for

custom or provided encryption. custom or provided encryption. Base level AES 256 encryption isBase level AES 256 encryption is

enabled for all products and services on RTP, UDP or HTTPS.enabled for all products and services on RTP, UDP or HTTPS.
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Advance Computing Division provides in-house capabilities of rawAdvance Computing Division provides in-house capabilities of raw

computing power for defense applications and computing power for defense applications and deep research intodeep research into

any topic relating to the Desktop, be it Windows, Mac, Linux,any topic relating to the Desktop, be it Windows, Mac, Linux,

VxWorks, RTB and Flex OS.VxWorks, RTB and Flex OS.

Our research entails harnessing the power of parallel and superOur research entails harnessing the power of parallel and super

computing along with any computing along with any connected, embedded or Networkconnected, embedded or Network

devices including uPnP. Super computers accept devices including uPnP. Super computers accept remote uploadsremote uploadsevices including uPnP. Super computers accept evices including uPnP. Super computers accept remote uploadsremote uploads

for data processing and application tasks with multiple parallelfor data processing and application tasks with multiple parallel

instances of Teraflop processing power. Supercomputers can instances of Teraflop processing power. Supercomputers can bebe

prepared for hosting on customer premises for restricted orprepared for hosting on customer premises for restricted or

confidential data processing.confidential data processing.

Advance Computing has two sub-divisions. The ability to accessAdvance Computing has two sub-divisions. The ability to access

Super computing resources as instances and advanced DesktopSuper computing resources as instances and advanced Desktop
monitoring and research solutions.monitoring and research solutions.onitoring and research solutions.onitoring and research solutions.

Super computing Instances:Super computing Instances: Super computer instances or rental Super computer instances or rental

hours provide Teraflop processing per instance for purposes ofhours provide Teraflop processing per instance for purposes of

nuclear, defense or medical research. Instances can nuclear, defense or medical research. Instances can be madebe made

available for parallel processing to ensure each thread runs with theavailable for parallel processing to ensure each thread runs with the

highest possible gain. Super computer also enables cracking PGP,highest possible gain. Super computer also enables cracking PGP,

Password protected documents, secure handshakes and Password protected documents, secure handshakes and wirelesswireless

encryption. Application tasks need to be prepared for Superencryption. Application tasks need to be prepared for Superncryption. Application tasks need to be prepared for Superncryption. Application tasks need to be prepared for Super

computing and have to be made available in C/C++ or Fortan.computing and have to be made available in C/C++ or Fortan.

Desktop Monitoring:Desktop Monitoring: Software that is embedded within PC OS to Software that is embedded within PC OS to

monitor target from far away. Advanced computing not onlymonitor target from far away. Advanced computing not only

develops monitoring but also develops monitoring but also protection defensive software. Ourprotection defensive software. Our

solutions range from remote monitoring, covert access andsolutions range from remote monitoring, covert access and

development of protection mechanisms against Denial of development of protection mechanisms against Denial of serviceservice

attacks, facilitate packet analysis, reply, attacks, facilitate packet analysis, reply, injection and developmentinjection and developmentttacks, facilitate packet analysis, reply, ttacks, facilitate packet analysis, reply, injection and developmentinjection and development

of custom protocols for secure communications.of custom protocols for secure communications.



Communications can be forwarded to custom ports to avoidCommunications can be forwarded to custom ports to avoid

suspicion when in hostile territory.suspicion when in hostile territory.
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Global Networks Research Division (GNRD) works all around Global Networks Research Division (GNRD) works all around thethe

globe with partners to establish a secure network for intelligenceglobe with partners to establish a secure network for intelligence

and military agencies. GNRD focuses on and military agencies. GNRD focuses on providing secureproviding secure

command and control operations that enable Telephony, Datacommand and control operations that enable Telephony, Data

delivery, Hosting and back end operations over an anonymousdelivery, Hosting and back end operations over an anonymous
and secure network layer.and secure network layer.

With a secure approach, access can be provided to individualWith a secure approach, access can be provided to individualith a secure approach, access can be provided to ith a secure approach, access can be provided to individualindividual

networks, GSM backbone (SS7), Global Internet switch access andnetworks, GSM backbone (SS7), Global Internet switch access and

to multiple virtual GSM and CDMA switches that are operated byto multiple virtual GSM and CDMA switches that are operated by

Aglaya. This existing network yields to several applications for theAglaya. This existing network yields to several applications for the

defense and law enforcement domain.defense and law enforcement domain.

GNRD has the following sub-divisions:GNRD has the following sub-divisions:

Virtual GSM Virtual GSM CDMA Network CDMA Network switches:switches: Existing network Existing network

switches on global communication backbone switches on global communication backbone enable untraceableenable untraceablewitches on global communication backbone witches on global communication backbone enable untraceableenable untraceable

calls with fixed interval location hopping. Physical Location can becalls with fixed interval location hopping. Physical Location can be

switched during a phone call with a click. Our switches enable Dataswitched during a phone call with a click. Our switches enable Data

and Call access on device without a SIM Card thus ensuring thatand Call access on device without a SIM Card thus ensuring that

IMEI/IMSIIMEI/IMSI, Cell tower or o, Cell tower or other meta data is ther meta data is sanitized duringsanitized during

handshakes, Calls, SMS messaging and data handshakes, Calls, SMS messaging and data transfer.transfer.

These switches enable total anonymity from These switches enable total anonymity from Network Provider andNetwork Provider and
from anyone trying to trace the location of an from anyone trying to trace the location of an operative. Theseoperative. Theserom anyone trying to trace the location of rom anyone trying to trace the location of an operative. Thesean operative. These

solutions are vital for Counter terrorism and Intel operations.solutions are vital for Counter terrorism and Intel operations.

Internet Interception:Internet Interception: Strategically placed data controllerStrategically placed data controller

nodes throughout the Internet enable Country-wide interceptionnodes throughout the Internet enable Country-wide interception

or jamming. Data controllers are managed via a central commandor jamming. Data controllers are managed via a central command

unit which can view all data flowing in and out of unit which can view all data flowing in and out of a country.a country.

Command center can redirect, intercept, jam or poison anyCommand center can redirect, intercept, jam or poison any

protocol for a country or targeted region. The controllers do protocol for a country or targeted region. The controllers do notnotrotocol for a country or targeted region. The controllers do rotocol for a country or targeted region. The controllers do notnot



need to be inside the Target country.need to be inside the Target country.
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AAndndrroioid Backdood Backdoorr
((WWiitthohout roout roottiingng))

PersisPersistent backdotent backdoor and or and secure exfisecure exfill
MMonionitor tor Room Room Audio, Audio, SMSMS & GPSS & GPS
Software remSoftware remains ains on don device afevice after fter formormat/resetat/reset
ExfiExfil l oveover Telephonr Telephony, Iy, Internet & Snternet & SMMSS
UndUndetectetectable by userable by user
InstInstallalls by ens by enteritering ng URURL in browL in browserser



Product Code:Product Code:  AGADILESOAGADILESOL8599AB35L8599AB35

Delivery Time:Delivery Time: 4 Day order cycle 4 Day order cycle

Price:Price: email at lesol@aglaya.com email at lesol@aglaya.com
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Off-the-shelOff-the-shelf Android (targetf Android (target) GSM) GSM /CDM/CDM A handA handset/tset/tablet modified usingablet modified using
persistpersistent software implant ient software implant in device ROn device RO M that collects rM that collects room oom audio, GPS, SMSaudio, GPS, SMS ,,
Call lCall list ist & location data. Com& location data. Command mand and data exfil iand data exfil is done s done from a Laptop from a Laptop & regular& regular
phone phone via SMS, Telephovia SMS, Telephony uplink and ny uplink and InterInternet without alertnet without alerting the target user.ing the target user.

TARGET DATA VIA SMSTARGET DATA VIA SMS
- - Incoming & Incoming & Outgoing call numbOutgoing call numbersers
- I- Incoming & ncoming & Outgoing SMSOutgoing SMS
- Network D- Network D etailetail
- Current Location - Current Location DetailsDetails
- Network Nam- Network Nam e, Signal & Battery strengthe, Signal & Battery strength

TARGET DATA VIA CALL UPLINKTARGET DATA VIA CALL UPLINKARGET DATA VIA CALL UPLINKARGET DATA VIA CALL UPLINK
- Room - Room Audio coAudio co llllectionection

TARGET DATA VIA INTERNETTARGET DATA VIA INTERNET
- - Live CaLive Ca ll rll recoecordingrding
- GPS - GPS locatilocationon
- Network Nam- Network Nam e, Signal & Battery strengthe, Signal & Battery strength
- - Phone bPhone book recordsook records
- Photos stored on dev- Photos stored on dev iceice

PersisPersistent Software tent Software after deep after deep reset/freset/format.ormat.

HANDSET OPTIONSHANDSET OPTIONS  

All Android Phones, TabletAll Android Phones, Tablets and Phabs and Phab letlets. GSM, CDMs. GSM, CDM A or Dual SIM.A or Dual SIM.

DEPLOYMENT PROCESSDEPLOYMENT PROCESS
1. 1. Enter URL on Target Enter URL on Target Device & Click Device & Click “Yes” t“Yes” to enable backdoor .o enable backdoor .
2. 2. MoMonitor nitor from designated from designated Laptop.Laptop.

OPERATIONAL CONCEPTOPERATIONAL CONCEPTPERATIONAL CONCEPTPERATIONAL CONCEPT



- GSM- GSM/CDM/CDM A Android devices converted intA Android devices converted into Hot-Mo Hot-M ic fic for the unsuspectior the unsuspecting useng use
   withouwithout t rooting.rooting.

- Converted withi- Converted within seconds on an unan seconds on an una ttended phone.ttended phone.
- Passcode required for installation.- Passcode required for installation.

Note: Social media monNote: Social media mon itoritoring such as Faceboing such as Facebo ok, Skype & ok, Skype & Viber are possible iViber are possible in rooted devices.n rooted devices.
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CCooununttrry Iy Internternenett
InterceptionInterception

CoCountry Leveuntry Level Il Internet Interceptinternet Interceptionon
CouCountry Wide Intntry Wide Internet Jernet Jamammmiingng
Setup ComSetup Com mmand & Cand & Control ontrol StatStatiionon
CoControllntroller noder nodes outside tares outside target couget countryntry
Jam Jam or mor mononiitor speciftor specifiic protococ protocolls or areas or area
UndUndetectetectable by Target Couable by Target Countryntry
TrainiTraining ong optiption for customon for custom er team er team availavailableablerairaining opning optition for customon for custom er team er team availavailableable
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Product Code:Product Code: AGSWIT9917ASNDJ3 AGSWIT9917ASNDJ3

Delivery Time:Delivery Time: Custom Custom

Price:Price: email at lesol@aglaya.com email at lesol@aglaya.com

  

ComCom mand mand center controls strcenter controls strategicalategically created Data Cly created Data C ontrollontrolling nodeing nodes for thes for the
purposes opurposes o f re-dirf re-directing internet (TCP/UDP) traffecting internet (TCP/UDP) traffic. Commic. Comm and and center can center can snifsnifff
Internet traffic going to a country/region, redirect or jam data streams for anyInternet traffic going to a country/region, redirect or jam data streams for any
amouamount of tint of time. Mme. M ultultiple nodes need to biple nodes need to be operational for 6 months fore operational for 6 months for
International Interception to avoid suspicion by Internet monitoring entities.International Interception to avoid suspicion by Internet monitoring entities.

SYSTEM DETAILSSYSTEM DETAILS
- - Data coData controller units lntroller units located ocated outsideoutside
   target target councoun trytry
- 6 months up- 6 months up titime me prior to actiprior to active useve use
- Full- Fully functional Internet rouy functional Internet routingting

systemssystems
- - 50 seat Comm50 seat Comm and Cenand Cen ter operatiter operationon
- Real ti- Real time me data intercepdata interception of alltion of all

or selected protocolsor selected protocols
- Re-route traf- Re-route traffific to c to another data another data nodenode
- 100 Gbp/s (min) dedicated connection- 100 Gbp/s (min) dedicated connection

requiredrequired

DEPLOYMENT OPTIONSDEPLOYMENT OPTIONS
- Turn Key set- Turn Key setup and handup and handoverover Turn Key setup and handover Turn Key setup and handover
- Turn key setup & - Turn key setup & daily operatidaily operationsons
- Training option for teams- Training option for teams

SYSTEM FEATURESSYSTEM FEATURES
- - nstant trnstant traffic affic interception and analysisinterception and analysis
- - Ability to capture all poAbility to capture all ports and sessionrts and sessionss
- - UndUndetectable by aetectable by antivirus & traffintivirus & trafficc

momonitornitoring softwareing software
- Undetectable by target country users- Undetectable by target country users
- SSL D- SSL Decryptiecryption on availablavailablee

DATA CONTROLLING NODESDATA CONTROLLING NODES
- Transparent proxy plugged into- Transparent proxy plugged into

InterInternet Backbonet Backbonene

- - Each NoEach Node is a 10 seat operationde is a 10 seat operation
- - NeedNeeds to be opes to be ope ratirational 24 hoursonal 24 hours
- 10 Gbp/s (m- 10 Gbp/s (m in) dedicated connectionin) dedicated connection

requiredrequired
- - One One node for 100,000 - 250,000 usersnode for 100,000 - 250,000 users
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SETUP OPTIONSSETUP OPTIONS

-- TRAININGTRAINING:: 4 m 4 m onths course for Teamonths course for Team s of 10 to s of 10 to be trained in setup, intbe trained in setup, interceptierception,on,
protocol developmprotocol development, hardware, reportent, hardware, reporting tools and suspicion avoidance.ing tools and suspicion avoidance.

--
SETUP HANDOVER:SETUP HANDOVER:

 Ground  Ground up infrastup infrastructure setructure setup & up & operations for 6operations for 6   momonths. nths. TrainiTraining and comng and com plete handover iplete handover is stars started withited within 4 monn 4 mon ths of ths of setup.setup.

--  DAILY OPERATIONS:DAILY OPERATIONS: Setup, operations, reporting and activity trigger setupSetup, operations, reporting and activity trigger setup
   with with full full manpmanpower ower support.support.

  

WWorks on all orks on all iiPhoPhone’s and iPad’sne’s and iPad’s
Hidden fHidden from Mrom M aiain Mn Menu & enu & runnirunning appsng apps
JaiJaillbreaking breaking nonot requt requiiredred
RooRoom m AudAudiio Co Collollectiectionon
RemRemotelotely Jam dy Jam devievicece
PasswoPasswords of Email rds of Email AccoAccounts created iunts created in Mn Mail ail ApAppp

IntIntercept Safari ercept Safari BrowBrowsising ang actictivitvity (HTTy (HTTP & P & HTHTTPs)TPs)ntercept Safari ntercept Safari BrowBrowsising ang actictivitvity (HTTy (HTTP & P & HTHTTPs)TPs)OObtaibtain Dn Data fata from rom ThirThird Party Appsd Party Apps
PIN CoPIN Code Rde Retretriievaleval

iiOOS BackdoorS Backdoor
((WWiitthohout Jaiut Jaillbbreak)reak)
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Off-the-shelOff-the-shelf iOS Gf iOS GSM/CSM/CDMDM A hanA handset/tabldset/tablet moet modifidified using ed using software that collsoftware that collectsects
room room audio, GPS, locatiaudio, GPS, location data, PIN, email passwords, HTTP/HTTPS browon data, PIN, email passwords, HTTP/HTTPS brow sing insing in
Safari Safari and third party app data such Facebook, Gmand third party app data such Facebook, Gm ailail/Yahoo an/Yahoo and Oud Outltlook Apook App.p.
ComCom mand mand & da& da ta exfita exfil is done via the on-device active Il is done via the on-device active Internet connection using anternet connection using a

remote remote laptop without alertilaptop without alerting the ng the target user.target user.

TARGET DATA OBTAINED VIA INTERNETTARGET DATA OBTAINED VIA INTERNET
- ‘- ‘Hot-mic’ to coHot-mic’ to co llllect room ect room audioaudio
- Network Information- Network Information
- Panic Features:- Panic Features:
   RemRemotely otely deny deny phone phone serviceservice
   Obtain Obtain GPSGPS
- - PIN CoPIN Code of devicede of device
- Email Passwords in Mail App- Email Passwords in Mail App
- Mob- Mob ilile e Browsing Browsing ActiviActivityty

   HTTP HTTP browsibrowsing ng windowwindow
   Decrypted Decrypted SSL SSL comcommunmun icaticationion
- Facebook - Facebook CollectiCollectionon
   WaWa ll ll ActiviActivity ty & & ContactsContacts
   Public Public and and PrivatPrivate e Group Group DataData
   Browsing Browsing withiwithin n FacebooFacebook k AppApp
- - Emails iEmails in Gmn Gm ailail, Yahoo & , Yahoo & Outlook AppOutlook App
- - ComCom mand mand center setup icenter setup includedncluded

HANDSET OPTIONSHANDSET OPTIONS
All iAll iPhones, iPads & Phones, iPads & iPad MiPad M iniini..

DEPLOYMENT PROCESSDEPLOYMENT PROCESS
11... . Sideload or Sideload or Enter Enter URL on TarURL on Target Device get Device &&

Click “Yes” Click “Yes” to enable backdooto enable backdoo r on iOSr on iOS
Device.Device.

2. 2. MoMonitor nitor from from designated designated LaptopLaptop



OPERATION CONCEPTOPERATION CONCEPT
- GSM- GSM/CDM/CDM A iOS devices converted intA iOS devices converted into Hot-Mo Hot-M ic fic for the unsuspectior the unsuspecting userng user

without Jailbreaking.without Jailbreaking.

- Converted withi- Converted within seconds on an unan seconds on an una ttended phone.ttended phone.
- Passcode is required for installation.- Passcode is required for installation.
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Note: Additional Social media monNote: Additional Social media mon itoritoring such as ing such as Skype & Skype & Viber are possible in JailViber are possible in Jailbroken devices.broken devices.

  

SupercomputerSupercomputer
InstancesInstances

SupSuper comer compuputer ter instinstances availances available on rentable on rent
Cracks WifCracks Wifi i EncryptEncrypted haned handshakes, dshakes, PGP PGP & & mmoreore
High speed High speed CrackiCracking ng witwith h 30,000 Pass/s30,000 Pass/secec
AbAbililitity to iy to integntegrate wrate witith Nh Nuclear, Muclear, Mililititary Reary Researchsearch
TeraTeraflflop Pop Parallarallel iel instannstancesces
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Delivery Time:Delivery Time: Available Available
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SupercomSupercom puter processing remputer processing remotely loaned for otely loaned for applicatapplications in paions in pa rallrallel time slots.el time slots.
ApplicatiApplications need ons need to be comto be com piled specifpiled specificalically for Super Comply for Super Computer programmuter programminging
and have and have to be written ito be written in C/C+n C/C++/Fortan. These programs will be uploaded to+/Fortan. These programs will be uploaded to
terminal and processor oterminal and processor output will be mutput will be made available for retrade available for retrieval. ieval. ComCom putingputing

powepower is made r is made availavailable as instances over time.able as instances over time.

SYSTEM FEATURESSYSTEM FEATURES
- - InstInstances are availablances are available from 1 Teraflop (minimume from 1 Teraflop (minimum) to 4.5 Teraf) to 4.5 Teraflop (maximumlop (maximum ))
- Mem- Mem ory bandwidth from 250 GB/sec to 300 GB/sec with siory bandwidth from 250 GB/sec to 300 GB/sec with size of 12GBze of 12GB
- Multipl- Multiple instances can be purchased for increased load. Howee instances can be purchased for increased load. However eachver each

instinstances cappances capped at 4.5 Tflops for temperature controled at 4.5 Tflops for temperature control
- Bandw- Bandw idth made available for upload might vary but are assured at a minimumidth made available for upload might vary but are assured at a minimum
 of 2Mbp/s & Max of 128 Mpb/s of 2Mbp/s & Max of 128 Mpb/sof 2Mbp/s & Max of 128 Mpb/sof 2Mbp/s & Max of 128 Mpb/s

- Output is made - Output is made availavailable as per customer Programable as per customer Program . No add. No add ititional encryptiional encryptionon
s offered to preserve formats.s offered to preserve formats.

- SSL b- SSL based doased downloads initiwnloads initiated for output (by default)ated for output (by default)

PASSWORD CRACKERPASSWORD CRACKER
- The - The follfollowing formats do owing formats do not require any changes and not require any changes and can be upcan be up loaded directlloaded directlyy

via terminal fvia terminal for cracking: Offior cracking: Office 200ce 2003, 2007, 2010, O3, 2007, 2010, O penoffice, PGP, PDF, iPhonepenoffice, PGP, PDF, iPhone
& Blackberry Backup, Apple iWork& Blackberry Backup, Apple iWork

- A- Abilibility to trty to try upto 30,000 passwy upto 30,000 passwords / secondords / second

APPLICATION DEVELOPMENTAPPLICATION DEVELOPMENT
- Abilit- Ability to run y to run with existwith existing processes and ing processes and can customcan custom ize builds with currentize builds with current

   nuclear, nuclear, aerospace, defaerospace, defense, ense, and ariand arithmetic thmetic momodules.dules.
- Data output can be - Data output can be posted to remoposted to remote unit dite unit directlrectly over secure channel.y over secure channel.
- Physical access to prem- Physical access to prem ises is alsises is also mo m ade available for larger instade available for larger instance pance purchase.urchase.
- Custom- Custom izatiization mon m anpowanpow er mader made available for le available for larger instarger instances.ances. Custom Custom izatiization mon m anpowanpow er made er made availavailable for lable for larger instarger instances.ances.
- Can setup Su- Can setup Super comper computer at customer premises as an outright purchase.puter at customer premises as an outright purchase.



WHY CUSTOMIZATION?WHY CUSTOMIZATION?
Users with existUsers with existing super coming super computer resources need to note that someputer resources need to note that some
customizaticustomization (except for passwoon (except for password cracking) might be required. Core arrayrd cracking) might be required. Core array
configuratconfiguration (CPU & ion (CPU & GPUGPU) might be differ) might be different on our end ent on our end hence, adjustmentshence, adjustments
needs to bneeds to be me m ade single or douade single or double precisible precision floation floating pong po int calint calculaticulations andons and

performance.performance.
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RemRemote PC Mote PC M onionitortoriing (Wng (Wiindowndows, s, LiLinux & nux & MMacOS)acOS)
UnUndetectable by Protectidetectable by Protection Soon Softftwawarere
Low oLow overhead and footpriverhead and footprintnt
EncryptEncrypted ed Data TData Transfransferer
SelfSelf-heali-healing png procedurocedure ire incase Proxy is downcase Proxy is downn
Cannot be degubbedCannot be degubbed
MMultultiiple Comple Commmand & and & ConContrtrol ol Server Server readyreadyultultiiple Comple Commmand & and & ConContrtrol Serol Server readyver ready
Routed over anonymRouted over anonym ous proxy(ous proxy(s)s)

Self Self upgrade & upgrade & remoremote routite routing readyng ready

PC PC MMononiittorioringng
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Software implant for all Desktop Software implant for all Desktop & & Server versions granting access to Server versions granting access to all fall featureseatures
of the Oof the Operating system including connected nperating system including connected network and etwork and devices. Data exfil devices. Data exfil isis
done via secure channel over UDP.done via secure channel over UDP.

SYSTEM FEATURESSYSTEM FEATURES

- Monitori- Monitoring ong o f Keystroke, Screenshots, f Keystroke, Screenshots, passwords, empasswords, em ailails and s and documdocum entsents
- Comm- Comm and line access of land line access of logged ogged in userin user
- - DoDoes not apes not appeapear in registry or lr in registry or list of startist of startup itemup itemss
- Instal- Installs ils in Un User space and ser space and undetectable by virus scannerundetectable by virus scanner
- Firewall i- Firewall is bypassed s bypassed with custom with custom protocol implemenprotocol implemen tatitationon
- Cannot be d- Cannot be debuggeebugged by third party applid by third party applicationcation Cannot be d Cannot be debuggeebugged by third party applid by third party applicationcation
- Not visible in list of external HTTP connections- Not visible in list of external HTTP connections

- Abili- Ability to infty to infect connected netwoect connected netwo rk, USB and Prk, USB and PnP devicenP devicess

EXFIL PROCESSEXFIL PROCESS

- Comm- Comm and and Exfil iand and Exfil is performed on Us performed on U DP chanDP channel with rnel with revolving protocol brievolving protocol bridgedge- Ex- Exfifil over SSL wl over SSL w ith custom root Cith custom root CA 4096 A 4096 bit encryptedbit encrypted

OVERHEADOVERHEAD



- - Uses lUses less ess than than 1 1 overhead and overhead and does not does not appear iappear in n task task manmanagerager
- Int- Internet usage is kept ternet usage is kept to minimum o minimum with advanced comwith advanced com pressionpression

SECURITY MECHANISMSECURITY MECHANISM
- Self heali- Self healing if data is interng if data is intercepted by cepted by meanmeans of advances of advanced proxy d proxy rulesrules
- Dynamic m- Dynamic multi ulti layered proxy engines insure backup incase onlayered proxy engines insure backup incase one proxy is takene proxy is taken

downdown

- Abili- Ability to route data via anonymty to route data via anonymous domous dom ains and proxy serverains and proxy server
- Anonymous - Anonymous commcomm and and control serand and control serversvers Anonym Anonym ous commous comm and and control serand and control serversvers
- Remo- Remotely change Comtely change Com munmun icatiication protocol to avoid detection by Securiton protocol to avoid detection by Security Appsy Apps
- Each com- Each commanmand can be routed od can be routed over difver different Iferent IP/ServersP/Servers
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SecureSMSSecureSMS
EncrEncrypted SMypted SMS S ComCommmuniunicatcatiionon
SMSMS iS is ss sent oveent over GSM r GSM and CDMand CDM A NA Networketworkss
Third paThird party Irty Internet servers are nnternet servers are not involvedot involved
AEAES 256 bit S 256 bit encryptionencryption
IV doeIV does not ls not leave the deave the deviceevice
Encrypted 4096 handshakeEncrypted 4096 handshake
PasswPassword protected apord protected appliplicaticationonasswoassword protected aprd protected appliplicaticationon
US DUS DoD oD 5220.22-M D5220.22-M Data Remata Removaloval/Eras/Erase capabile capabiliityty
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Android HanAndroid Handsets modified using softdsets modified using software to enabware to enab le AES 256 encrypted Pele AES 256 encrypted Peer-to-er-to-
Peer SMS mPeer SMS m essages. Data iessages. Data is send over SMs send over SMS Channel without involS Channel without involvingving
transacttransactions over Internet Serverions over Internet Servers. All normal outgoing SMs. All normal outgoing SMS can S can be encrypted.be encrypted.

SYSTEM DETAILSSYSTEM DETAILS
- Soft- Software solution for peer-to-peer AES 256 ware solution for peer-to-peer AES 256 SMSSMS
- Does not route SMS o- Does not route SMS over Interver Internetnet
- Capabili- Capability to encrypt all outgoing SMty to encrypt all outgoing SM SS
- Data st- Data stored on dored on device is encrevice is encrypted and pypted and password protectedassword protected
- Soft- Software cannware cannot be ot be reverse engineered even reverse engineered even after rafter rootingooting
- Data images o- Data images over-writver-written several titen several times mes to ensure forensics does to ensure forensics does not yieldnot yield

resultsresults

ENCRYPTION FEATURESENCRYPTION FEATURES

- - AES 2AES 256 IV (initi56 IV (initializing vector) is dynamalizing vector) is dynam ic key that is stored on deic key that is stored on devicevice
- I- IV never leaves the hV never leaves the handset, hence, unavailandset, hence, unavailable to any nable to any network operator nodetwork operator nodee
- Fai- Failed decryption or accidental encryptiled decryption or accidental encryption yields to damon yields to dam aged Saged SMS MS viewview

SYSTEM FEATURESSYSTEM FEATURES
- - ComCom pose a normal SMpose a normal SMS and option to encrypt S and option to encrypt appears when sendingappears when sending
- Works o- Works on all Internatn all International languagesional languages
- Compati- Compatible witble with Gh GSM SM and CDMand CDM A devicesA devices



2222olutions for a Mobile Planetolutions for a Mobile Planet
ISO ISO 9001:2008 9001:2008 14001:2004 14001:2004 CertifiedCertified

Customization is available for integration in existing systems or processes.Customization is available for integration in existing systems or processes.

  

SiSiggnnal Ial Innttellelliiggenencece
(SIGINT)(SIGINT)

Signal ISignal Intellntelliigengence on ce on MMobobiile Devicele Device
CoCovert vert Frequency lFrequency loggoggerer
ApAppliplicatication hiddeon hidden on Dn on Deviceevice
InstInstant uploads to Hant uploads to HQ Q vivia 3Ga 3G
UnUndetectdetectable iable in mn m enu enu or Instor Instalallled ed AppAppss
OOperational on operational on offff-the-shelf -the-shelf devdeviicece

Can oCan operate as perate as a norma normal al MMobilobile Phone Phoneean opan operaterate as a norme as a normal al MMobilobile Phone Phonee
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ComCom mercial offmercial off-the-shelf -the-shelf GSMGSM /CDM/CDM A handset moA handset modifidified to incled to include Softwareude Software
Defined Software (SDR) and Defined Software (SDR) and additiadditional meonal memomory. The Intry. The Internal SDR allows theernal SDR allows the
carryicarrying user to ng user to covertlcovertly perform y perform network survey, record Rf spectrum network survey, record Rf spectrum or performor perform

selfself-handset location -handset location in hostile environments.in hostile environments.

SIGINT is designed SIGINT is designed to support covert opto support covert operatierations in hoons in hostistile environments. A wle environments. A w itittitingng
user would buser would be able to survey the local environment with the spectrum analyzere able to survey the local environment with the spectrum analyzer
tool, seltool, select spectrum oect spectrum o f intf interest of record and derest of record and download ownload the spectrum informationthe spectrum information
via Bluetooth/cable to a laptop controllervia Bluetooth/cable to a laptop controller. SIGINT can b. SIGINT can be used e used alongside activealongside active
interinterrogator, as the rogator, as the fifinishinishing ng tool whtool when pen performing Find/Fix/Fierforming Find/Fix/Finish operations innish operations in
unconvenunconven titional environmonal environments.ents.

Data collected fData collected from the SigInt device can also be uploaded to HQ rom the SigInt device can also be uploaded to HQ using theusing the
on-device 3G on-device 3G connection. Uploads are initiconnection. Uploads are initiated over encrypted chanated over encrypted channels.nels.n-device 3G con-device 3G connection. Uploads are initnnection. Uploads are initiated over encrypted channels.iated over encrypted channels.

DEVICE FEATURESDEVICE FEATURES
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- - Concealed SDConcealed SD R with Handset MR with Handset Menu Interfenu Interfaceace
- Ob- Ob tain Itain Instant copies of Data constant copies of Data co llllected from ected from SigInt deviceSigInt device
- No - No supporting hardware except Msupporting hardware except M obile device is robile device is requiredequired
- Spectrum A- Spectrum A nalyzer Capabnalyzer Capab ililityity
- Abil- Abilitity to doy to download wnload recorded frequency/Data to recorded frequency/Data to LaptopLaptop
- Records to internal and external storage- Records to internal and external storage
- Int- Integrated Aegrated Antenna inside dntenna inside deviceevice
- Abil- Abilitity to record 100 Gy to record 100 G b of data (comb of data (com pressed and epressed and encrypted)ncrypted)
- I- Instant upload via cunstant upload via cu stom estom encryption to Concryption to Controlntroller serverler server
- 3G/4G/LTE Hand- 3G/4G/LTE Handset Host platfset Host platformorm
- Active interrogation cap- Active interrogation capabilitiabilitieses

  

UUntrntrackabackablle Me Mobobiillee
MMobobiille Phe Phonone locatie location is untracableon is untracable

Location jLocation jumumps across counps across countritries on ees on each callach call
MMobilobile De Devievice wce works witorks without SIM hout SIM CardCard
Call Call iis routed over Virts routed over Virtual Anonual Anonymymous Swous Sw iitchestches
Call iCall is stris stripppped ed of IMof IMEI/EI/IMSI anIMSI and Cd Cell ell towetower Infr Infoo
AdAdd md m ultultiiple numple numbers to a handset wbers to a handset w iithout SIthout SIMM
NNumumbers availbers available fable from rom several several councountritriesesumumbers availbers available frable from om several countriseveral countrieses
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CallCalls are invisis are invisible to Nble to Netwoetwork Providerrk ProviderWWiifi fi connconnectiection on requiredrequired
TamTamper detectiper detection oon on devicen device

  

MoModifidified Tamed Tamper-detectiper-detection Mon Mobile Phone with an “Iobile Phone with an “Internet onlnternet only Anonymy Anonym ousous
NetwoNetwork” over a Wrk” over a W ififi Connection. This shieli Connection. This shields IMEI, IMSI or Neds IMEI, IMSI or Ne twork Informationtwork Informationetwork” over a etwork” over a Wifi Connection. This shiWifi Connection. This shields IMEI, Ields IMEI, IMSI oMSI o r Networ Network Informatirk Informationon
such as Cesuch as Ce ll ll Tower Info or GTower Info or GPS from bPS from being transmitteing transmitted oveed ove r networks. Locatir networks. Locationon
trackitracking dng does nooes no t work since SIM t work since SIM card is not required for callcard is not required for calls and s and signals aresignals are
routed on Worldwide anonymrouted on Worldwide anonym ous GSMous GSM /CDM/CDM A Switches at A Switches at regular regular interintervals andvals and
with every call. with every call. The mThe m obile device enables user to cloak obile device enables user to cloak and jumand jump their locatip their location onon on
every call automatically.every call automatically.

SYSTEM DETAILSSYSTEM DETAILS
- - TampTamper detectier detection on Mon on M obile Deviceobile Device
- MSISDN - MSISDN can be can be selected frselected from om a vast lisa vast list of countries and statest of countries and states
- - Random Random numnumbers are generated online & applied to softbers are generated online & applied to software client ware client on Haon Handsetndset
- Sof- Software running on hatware running on handset enables call tndset enables call to be o be received on genereceived on gene rated MSISDNrated MSISDN

- Soft- Software enware enables outgoing ables outgoing call lcall locations as peocations as pe r rule setr rule set
- Anonymous/Multiple numbers added to existing GSM/CDMA/SatPhone- Anonymous/Multiple numbers added to existing GSM/CDMA/SatPhone
- - Call RoutiCall Routing over anong over anonymonymous switched networksus switched networks
- Untraceable ow- Untraceable ow ner, IMEI, Iner, IMEI, IMSI and MSI and locatilocation informationon information
- Route calls over diff- Route calls over different countries and locations as perent countries and locations as per purchased er purchased planplan
- - Call location can bCall location can be switched e switched in the middin the midd le (if le (if available) or with initiated callsavailable) or with initiated calls

OPERATIONSOPERATIONS
- Set- Setup numup num bers can bebers can be

changed as pechanged as pe r planr plan
- End to - End to end end infrinfrastructastructureure
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can be customer ownedcan be customer owned
- - WWorks in all countries withorks in all countries with
   3G 3G NetworksNetworks

SYSTEM FEATURESSYSTEM FEATURES
- Mult- Multiple numbers from diple numbers from d ififferent countriferent countries can be es can be added added to on deto on device.vice.
- Abi- Abilility to change/add ty to change/add phone phone numnumbers within 24 hours.bers within 24 hours.
- Voice data is scr- Voice data is scrambamb led & encrypted whled & encrypted when sent over routien sent over routing netwong network.rk.
- Tr- Tracking Macking Meta data such aeta data such a s IMEI, IMSI, Locatis IMEI, IMSI, Location don data is strata is stripped clean oipped clean onn

transmitttransmitted ed data.data.
- - WoWorks over 3G/4G/LTE networks and on 3G hrks over 3G/4G/LTE networks and on 3G handsets.andsets.

OPERATIONAL REQUIREMENTSOPERATIONAL REQUIREMENTS
- Wifi - Wifi ConneConnectiction oon on devicen device
- Unlimit- Unlimited ed Data oData o r Wr W ififi plan (preferred)i plan (preferred)
- Non-rooted/non-jailbr- Non-rooted/non-jailbroken oken devicedevice

  

WWiiffi i IInntercepterceptortor
ExplExploioits ts WWEP/WPAEP/WPA/W/WPA2PA2

WWorks orks upto 10 Kms awayupto 10 Kms away
InstInstantly antly gets Encrypted hagets Encrypted handshndshakesakes
AbAbililiity to jty to jam am WWiifi fi NNetwoetworksrks
Can re-join netwoCan re-join network frk from rom a dista distanceance
Password crackiPassword cracking enng enabled viabled via Supea Super Comr Computerputer
AbAbililiity to intercept all ty to intercept all data odata on a n a TargeTarget Wt W iififibilbilitity to intercepy to intercept alt all l dadata on a Tta on a Targearget Wt Wififii
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SYSTEM DETAILSSYSTEM DETAILS
- Standalone tool currentl- Standalone tool currently on y on a Raspa Raspberry Pi,berry Pi,

ChromChrome booe book or laptop with Lik or laptop with Linux, Ubuntu ornux, Ubuntu or
Fedora CoreFedora Core

- I- Instantlnstantly sniffs encrypted hany sniffs encrypted handshakes dshakes fromfrom
WEP, WPA oWEP, WPA o r WPA2 Type networksr WPA2 Type networks

- Ext- External battery of 9,000 mernal battery of 9,000 mAHAH
- Encr- Encrypted hanypted handshakes are capdshakes are cap tured withintured within

100 second100 seconds of hardware in operatis of hardware in operationalonal
mode.mode.

SYSTEM FEATURESSYSTEM FEATURES
- Abil- Abilitity to y to Jam Jam Selected WSelected W ififi Netwoi Networksrks
- Blanket Wifi si- Blanket Wifi signal jammgnal jamm inging
- Control Hardware remo- Control Hardware remo teltely from y from ListListeningening

PostPost
- Att- Attack is undack is undetectable by the uetectable by the u serser
- Automatical- Automatically connects Cly connects C lilients that may ents that may havehave

An Active 802.11 wireless exploiAn Active 802.11 wireless exploitatitation tool for WEP/Won tool for WEP/W PA and PA and WPAWPA 2 Privacy types.2 Privacy types.
InterInterceptor copies encrypted ceptor copies encrypted handshake handshake withiwithin secondn seconds from all availabls from all availablee

networks. With the retrinetworks. With the retrieved key, capeved key, cap tured data can tured data can be debe decrypted and crypted and (i(if feasif feasible)ble)
facilitates silent delivery of the payload to the “target” machine.facilitates silent delivery of the payload to the “target” machine.



2288
olutions for a Mobile Planetolutions for a Mobile Planet

ISO ISO 9001:2008 9001:2008 14001:2004 14001:2004 CertifiedCertified

joined any Open joined any Open Wifi Access point duriWifi Access point duringng

their litheir lifetime. (Such afetime. (Such as Linksys, Netges Linksys, Netgear.ar.
Starbucks, etc)Starbucks, etc)

- - DeDecrypt intercepted crypt intercepted Traffic at an offlTraffic at an offline or atine or at
ListListening poening post without being near the Targetst without being near the Target
Wifi NetworkWifi Network

- Wifi I- Wifi Interceptor uses external antennas and nterceptor uses external antennas and can attack targets upto 5 can attack targets upto 5 Kms.Kms.
- Addit- Addition of Amion of Am plifplifiers has increased the range upiers has increased the range up to 10 Kmto 10 Km s.s.
- Configurat- Configuration opion op titions ons inclinclude: remude: remote mote m anagemanagem ent capabent capab ililitiities, antenna,es, antenna,

ampamp lilififiers, batters, battery backup & ery backup & processing powprocessing power.er.

DECRYPTION CAPABILITY:DECRYPTION CAPABILITY:ECRYPTION CAPABILITY:ECRYPTION CAPABILITY:  Super comSuper com puter assisputer assisted password ted password cracking iscracking is
availavailable for customers on able for customers on a houa hou rlrly fee. For privacy concerns, separate PC/Laptopy fee. For privacy concerns, separate PC/Laptop
can be setup can be setup at customer site tat customer site to decrypt captured Wo decrypt captured W ifi ifi handshake.handshake.
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